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The growing cyber risk to supply chainy 
Cybersecurity was often treated as 
an afterthought. But in today’s Al-en- 
abled, data-driven economy, thatis 

no longer true. 

BYMARKOKOVACEVIC 
&SASHAPAILETKOFF 

s the current war in the Middle 
Eastintensifics,governments and 
security experts have warned that 
the conflict could spillinto cyber- 

space. Businesses and supply chains, 
particularly those in the United States 
and its allies, may face retaliatory or 
asymmetric cyber attacks from Iran or 
affiliated groups seeking to exert pres- 
surebeyond the battlefield.Against this 
backdrop,the cyber reilience of global 
supply networks s no longer a theoret- 
ical concern but an urgent operational 
priority. 
For decades, supply chains were engi- 
neered primarily to minimise cost and 
maximise speed and scale. Cybersecur 
ty was often treated as an afterthought 
~atechnical safeguard with no bearing 
onoperational decisions Butin today’s 
Avenabled data-driven economythatis 
nolonger true.Cyber readinessand sup- 
ply-chain operations are now deeply in- 
terconnected. 

. Supply chains have become adap- 
tive digital ecosystems rather than line- 
& ows o g Networks of mam 
turers, logistics providers, software plat- 
forms, and data services are built on 
shared systems, APIs,and cloud infra- 
structure. Alpowered autonomous de- 
cision engines have accelerated integra- 
tion by automating planning, procure- 
‘ment forecasting,and execution. 
While this architecture delivers ex- 

traordinary efficiency, it also creates 
systemic fragility Supply-chain disrup- 
tions are increasingly triggered not by 
weather events or labour disputes, but 
by cyber incidents that compromise da- 
taintegrity system availability and mu- 
tual trust, These incidents often origi- 
‘nate outside the enterprise - at suppli- 
ers,service providers,or software ven- 
dors whose capabilities and resources 
vary widely Attackers often target small- 

Recent attacks affecting organisations such as Ja- 
guarLand Rover, Victoria's Secret, Toyota, British 
Airways, Applied Materials, Ticketmaster, and Asahi 
continus to show how vulnerable global business 
‘ecosystems remain. 

No organisation can ensure cyber readiness oniits own. Managing these 
threats requires collaboration with various stakeholders. PHOTO FILE 

erunderresourced firms asentry points | ed systems depend on uninterrupted 
intolarger organisations. flows of trustworthy data. When data are 
Last year,Marks & Spencer reportedap- | compromised or manipulated, disrup- 
‘proximately $300million inlosses after | tion can cascaderapidiynegativelyinflu- 
aransomwareattack (initiated through | encing planning and execution process- 
avendo)forcedit tosuspend onlineop- | es and amplifying errors at scale. Gen- 

erative AT has also increased the effec- 
tiveness of social ing Instead of 
‘hacking code,attackers can now *hack” 

erations and left store shelves under- 
stocked. Recent attacks affecting organ- 
isations such as Jaguar Land Rover, Vic- 
toriaSecret, Toyota, British Airways, Ap- | employees, exploiting trust by convinc- 
plied Materials, Ticketmaster,and Asahi | ingly impersonating vendors, execu- 
continuetoshow how vulnerable global | tives,or colleagues. 
business ecosystems remain. According | Thus,noorganisation can ensurecyber 
to the 2025 Verizon Data Breach Inves- | readiness on its own. Managing these 
tigations Report, 30 percent of breaches | threats requires collaboration with 
now nvolvea third party,a 100 percent | stakeholders of varying capabilities and 
increase from the 15 percent reported | maturity levels across the supply-chain 
previously. network. Corporate leaders should 
‘The resultis a form of operationalrisk | treat cyber readiness as an operation- 

thatisnolonger confinedtothe edgesof | al capabilitysimilar to quality or safety, 
supply chains and cannot be managed | with continuity under stress as the goal. 
by traditional governance models. For | Are their firms prepared to avert, with- 
corporate leaders,cybersecurity has be- | stand, and recover from cyber disrup- 
comeanintractable challenge that tech- | tion acrosstheirsupply chains? Canthey 
nology alone cannot solve.Instead of an | keep goods moving, data reliable, and 
intemnal IT problem that can be delegat: | partners aligned even when systems are 

mployecavareness train 

phm can lmllshmlly mect ey should 
also provide resource-constrained part 

including those supplying 

Faw materials, with human: eniric tniningand peerto-pecrmentorship. 

Just as consistency matters more than 
perfectioninacyber-ready supply chain, 
readiness matters more than preven- 
tion. Cyber incidents are inevitable. Or- 
ganisations must invest in redundan- 
cy.segmentation, backup systems, and 
tested recovery plans to ensure that a 
disruption in one link does not bring 
down the entire operation. They should 
rehearse these incidents as they would 
‘naturaldisastersor logistics filures. 
Clear communication and support 

for smaller partners help cultivate trust 
- another essential element of a cy- 
‘ber-ready supply chain. When incidents 
occur,organisations should emphasise 
speed and transparency over blam 
causeconcealment only magnifics dam- 
ageininterconnected systems. 
Finally, cyber readiness must be em- 
bedded in workflows. Vulnerabilities 
arise when employees are forced to cir- 
cumvent security controls to meet oper- 
ational targets. Managers must ensure 
that efficiency pressures do not create 
incentives forshortcuts. 
‘There are immediate steps that cor- 

porate leaders can take to start build 
ingacyber-ready supply chain. They can 
'map critical dependencies, focusing on 
‘where digital integration and data ex- 
change are most essential. That means 
identifying which partners, systems, 
and data flows would cause the great- 
estdistuptionif compromised -and the 
‘most important human touchpoints, 
‘where decisions are made, data change 
'hands,and pressure to move fast s high- 
est.With this information, business lead- 
ers can devise baseline expectations 
‘and support their most resource-con- 
strained suppliers. 
As Al automation, and geopolitical 

complexity reshape global supply net- 
‘works,cyber risks will continueto evolve 
and grow. Preparing for them is no 
longer optional. Firms that develop cy- 
‘ber readiness will be more likely to re- 
tain supply-chain continuity and com- 
petitive advantage; those that do not 
Tiskbecomingoperationally brittleinan 
increasingly volatile world. 
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ed and forgotten, it must be addressed | compromised? 
asacorebusinessdiscpline reinforced | A defining characteristic of 2 cy- 
through culture and behaviour. | ber-ready supply chain is executive ac- 
‘The paradox of the modern supply | countability Leaders must take owner- 

chain s that itis powered by automa- | slnp(flfl\umue,mmmnngqberw { 
tion but governed by human discre- | nariosinto riskmanagement 
tion.Every daythousands ofindividuals | and establishing clear responsibilties 
~ from procurement officers at corpo- | duringincidents. 

| rate headquarters to warehouse manag- | Moreover,expec across the eco- 
exsatanupstream supplier -makedec | systemmust b standardised and pract- | 
sonsthat eer psems morereslent | cal Ratherthan mposingcompek o 

pliance-heavy requirements,leading or- | 
t -Axmmmm.sdy.mmmmz |:ganisations should definebaseline prac- 
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