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Cybersecurity was often treated as
an afterthought. Butin today's Al-en-
abled, data-driven economy, that is
no longer true.

BYMARKOKOVACEVIC
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s the current war in the Middle
East intensifics, governments and
security experts have warned that
the conflict could spill into cyber-
space. Businesses and supply chains,
particularly those in the United States
and its allies, may face retaliatory or
asymmetnc cyber attacks from Iran or
affiliated groups secking to exert pres-
sure beyond the battlefield. Against this
backdrop, the cyber resilience of global
supply networks isno longer a theorel-
ical concern but an urgent operational
priority.
For decades, supply chains were engi-
neered primarily to minimise cost and
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No organisation can ensure cyber readiness on its own. Managing these

threats requires collaboration with various stakeholders. PHOTO/FILE

ices = such as ac
:11;::'p]ine_emplwuc‘a\.\fnrrm‘ss train-
ing, and Incident reporting = that sup-
pliers can realistically meet. ey should
also provide resource-const rained part-
ners, including those supplying essen-
tial raw materials, with human-centric
training and peer-to-peer mentorship,
Just as consistency matters more th{m
perfectionin acyberready supply chain,
readiness matters more than preven-
tion.Cyber incidents are inevitable. Or-
ganisations must invest in redundan-
cy, segmentation, backup systems, and
tested recovery plans to ensure that a
disruption in one link does not bring
down the entire operation. They should
rehearse these incidents as they would
natural disasters or logistics filures,
Clear communication and support
for smaller partners help cultivate trust
- another essential element of a cy-
ber-ready supply chain, When incidents
occur,organisations should emphasise
speed and transparency over blame, be-
cause concealment only magnifies dam-
ageininterconnected systems.
Finally,cyber readiness must be em-
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