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Effective mformation security leadership is key

n Uganda's rapidly digitising economy;in-

formation security is no longer a back-of-

fice function delegated solely to IT teams.

It has become a strategic leadership im-
perative.In an era defined by escalating da-
ta breaches, privacy violations and sophisti-
cated cybercrime, effective leadershipis the
cornerstone of a resilient and trusted infor-
mation security framework.

The financial impact alone is sobering. Ac-
cording to the 2024 Annual Police Crime Re-
port. Ugandans and businesses lost more
than $272m (Shs958b) to cyber fraud and
bank-related scams in 2024.

Against this backdrop,leadership must
rise above operational oversight and em-
brace information security as a core govern-
ance responsibility.

A robust information security foundation
must be deliberately constructed. This in-
cludes adopting internationally recognised
standards and best practices such as ISO
27001, the NIST Cybersecurity Framework
and data protection principles aligned with
Uganda’s Data Protection and Privacy Act.
These frameworks are not symbolic certifi-
cations. They are structured mechanisms
for identifying risks, protecting critical as-
sets, detecting threats, responding effective-
ly and recovering swiftly.

The Cyber Risk Management Directive is-
sued by the Bank of Uganda in 2024 marked
a decisive shift in accountability. Cyberse-
curity oversight is no longer an implied
responsibility It is explicitly assigned to
boards of supervised financial institutions.

This regulatory development places lead-
ership at the centre of institutional cyber re-
silience. Boards are expected to,among oth-
er things; endorse comprehensive cyberse-
curity risk and resilience action plans,prior-

Recovery from a destruc-
tive cyber incident is not
improvised. It is
engineered in
advance.
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itise governance structures,awareness pro-
gramumes and recovery maturitymandate

-quarterly cybersecurity and data privacy

reporting and integrate cybersecurity key
performance indicators into executive per-
formance scorecards

Effective information security leadership
requires a risk-based mindset.Leaders must
understand the organisation’s risk expo-
sure,the value of its informmation assets and
the potential financial,reputational and
regulatory consequences of a breach.

Risk appetite and tolerance are shaped
at senior management level. Decisions on
whether to invest in preventative controls,
advanced monitoring tools,cyber insur-
ance or large-scale recovery infrastructure
are strategic financial choices. They directly
determine the scale of damage when an in-
cident occurs.

Leadership that underestimates cyberrisk
does not reduce cost.Itdefersit,oftenata
significantly higher price.

Representation of information securi-
ty at board level is no longer optional. The
modern Chief Information Security Of-
ficer serves as a strategic advisor, translating

complex technical risks into business lan-
guage that resonates in the boardroom.

An empowered CISO facilitates a struc-
tured bottom-up flow of information on
emerging threats, vulnerabilities and inci-
dent trends. At the same time, they ensure
top-down communication of strategic deci-
sions to operational teams. This alignment
strengthens institutional coherence and ac-
countability.

More importantly, the CISO provides da-
ta-driven insights linking security posture
to brand reputation, regulatory exposure,
investor confidence and business continu-
ity.In doing so,cybersecurity becomes in-
tegrated into enterprise risk management
rather than isolated as a technical silo.

Leadership support is critical in mapping
and understanding technological assets
that underpin core operations.Many organ-
izations operate with fragmented visibility
of their infrastructure, third-party depend-
encies and data flows.

Trueresilience demands investment in;
secure system architecture and network
segmentation,continuous threat moni-
toring and intelligence capabilities,robust
backup strategies with offline and immuta-
ble backups,large-scale recovery and re-
build capabilities, regular threat-led pene-
tration testing and scenario simulations.Re-
covery from a destructive cyberincident is
notimprovised.It is engineered in advance.

In Uganda’s competitive financial and cor-
poratelandscape, institutions that demon-
strate mature information security govern-
ance will command greater trust from cus-
tomers,investors and regulators.

Ms Catherine Bwire, Head, Information
Security & Data Privacy, Ecobank Uganda
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