BUSITEMA
CF UNIVERSITY

DEVELOPMENT OF A WEB-BASED COMMUNITY SAFETY AND SECURITY
SYSTEM FOR NAGONGERA (CSSS)

By
KUZAALA MOURICE

BU/UP/2023/1708

A project report submitted to the Faculty of Science and Education for the study leading to a
project in partial fulfillment of the requirements for the award of the degree of Bachelor of

Science in Education, Busitema University.
Supervisor: DR. MUTUNGI FREDRICK
Department of Computer Studies
Faculty of Science and Education

Busitema University

August, 2026



ABSTRACT
Community safety remains a pressing concern in many semi-urban areas of Uganda, including

Nagongera in Tororo District. The community faces challenges of delayed crime reporting, low
public trust in security agencies, and a lack of real-time information sharing between residents
and police. This has resulted in an estimated 62% of crimes going unreported and critical delays
in police response. This project aimed to develop a web-based Community Safety and Security
System (CSSS) to bridge the communication gap between Nagongera residents and the police.
The specific objectives were to review literature and establish system requirements, design the
system using structured modeling techniques, implement the system using web technologies, and
test and validate the system. The Rapid Application Development (RAD) methodology was
employed to enable rapid prototyping and iterative user feedback. Data was collected through
structured questionnaires from a sample of community members and police officers. The system
was implemented using HTML, CSS, JavaScript, PHP, and MySQL, running on a WAMP
server. The resulting system features incident reporting with optional anonymity, real-time alert
dissemination, case tracking, a police analytics dashboard, and a resource center. Testing was
conducted in phases, including alpha testing and user acceptance testing, demonstrating that the
system is functional, user-friendly, and secure. The system successfully addresses the identified
gaps of underreporting, delayed response, and lack of transparency. It is recommended that
Nagongera Police Station adopt the system, invest in public awareness campaigns, and ensure

data security and reporter confidentiality.
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CHAPTER ONE: INTRODUCTION

1.0 Introduction
This chapter presents the background, problem statement, objectives, significance, conceptual

framework, and scope of the study for the development of a web-based Community Safety and

Security System (CSSS) for Nagongera.

1.1 Background of the Study
Effective community safety extends beyond the absence of crime to include a sense of security,

trust, and well-being among residents. Nagongera, a semi-urban area in Tororo District, has
experienced a rise in criminal activities including theft (43% of reported cases), assault (28%),
and burglary (19%) according to the Uganda Police Force Annual Crime Report 2023. Critically,
the Uganda Bureau of Statistics (UBOS, 2024) indicates that approximately 62% of crimes in
similar areas go unreported. The existing police-to-civilian ratio in Nagongera is approximately
1:1,500, far below the UN recommended standard of 1:450. This project is motivated by
personal community concern, the technological opportunity presented by 76% mobile phone

ownership, and alignment with police reform initiatives.

1.2 Problem Statement
The Nagongera community experiences significant safety concerns due to extreme

underreporting of crimes, resource unawareness (73% of residents unaware of existing police
programs), and critical reporting delays. These challenges result in unresolved crimes, persistent
insecurity, declining community morale, and deep distrust between residents and law
enforcement. There is a clear need for a structured, technology-enabled system to facilitate

timely reporting, real-time alerts, and transparent case management.

1.3 Main Objective
To develop a comprehensive web-based Community Safety and Security System for Nagongera

community.



1.4 Specific Objectives
1. To review literature and establish requirements for developing a community safety and

security system.

2. To analyze the gathered requirements and design a community safety and security system

using structured modeling techniques.

3. To implement the designed system using suitable programming languages, frameworks, and
database technologies.

4. To test and validate the developed system to ensure reliability, usability, performance, and

security.

1.5 Significance of the Study
The system will enable the public to report crimes online anytime, offer privacy and anonymity,

allow attachment of evidence i.e. photos, audio or video, enable tracking of case status, provide

emergency contacts, and give police valuable analytics for strategic planning.

1.6 Conceptual Framework
The framework illustrates the interplay between;

1. Active community participation,
2. Adoption of accessible security technologies
3. Measurable safety outcomes.

When residents have reliable reporting channels and police respond in a timely manner, a shift

from reactive to proactive policing occurs, reinforcing trust and cooperation.

1.7 Scope of the Study
Geographical: Nagongera community, Tororo District.

Functional: Incident reporting, alert dissemination, case tracking, police analytics dashboard,

resource center.

Technical: Web-based application accessible via desktop and mobile browsers.



CHAPTER TWO: LITERATURE REVIEW

2.0 Introduction
This chapter reviews existing literature on crime reporting systems, identifies gaps, and

establishes requirements for the proposed system.

2.1 Review of Existing Systems
Tawulira James Patrick (2020) documented that Bugiri Central Police Station's manual system

suffers from data loss, error-prone operations, and time-consuming retrieval. Ntalo Faith (2019)
noted that manual systems are susceptible to damage by pests and rain. Early electronic systems
by Wanda (2014) were hack-prone, while P. Yugandhar (2018) developed a system with

centralized database management but lacked online document backup. Oludele Awodele (2015)
created a real-time system but had no user interface, no crime analysis generation, and could not

upload multimedia.

2.2 Gaps ldentified
1. Security Gaps: Hack-prone systems (Wanda, 2014), unauthorized access (Anil Jaiswal et al.,

2013).

2. Functional Gaps: No multimedia support (Awodele, 2015), no analytical capabilities, no

backup mechanisms.
3. Community Gaps: Limited two-way communication, no case tracking for citizens.

4. Context Gaps: Assumption of robust infrastructure; lack of focus on semi-urban African

communities.

2.3 How the Proposed System Fills the Gaps
The CSSS addresses these gaps with: secure authentication and encryption, multimedia evidence

upload, analytics dashboard for hotspot identification, case tracking for citizens, optional

anonymous reporting, low-bandwidth compatibility, and simplified 24/7 reporting.

2.4 System Requirements Derived from Literature

Functional Requirements
For Residents

1. User Registration and Authentication



2. Incident Reporting (with anonymity option, GPS tagging, multimedia)
3. Case Tracking

4. Alert Receipt

5. Resource Access (emergency contacts, safety tips)

6. Two-way Communication with police

For Police

1. Incident Management (view, assign, update status)

2. Analytics Dashboard (crime trends, hotspots, reports)

3. Alert Broadcasting (targeted to geographical areas)

Non-Functional Requirements
1. Usability: Minimal training required.

N

. Availability: 24/7 uptime.

w

. Response Time: 1-3 seconds.

o

. Security: Encrypted credentials, role-based access.

ol

. Scalability: Support for future expansion.

(o2}

. Reliability: 99% operational.

Technical Requirements
1. Frontend: HTML5, CSS3, JavaScript

2. Backend: PHP
3. Database: MySQL
4. Server: Apache (WAMP)

5. Browser: Firefox, Chrome



CHAPTER THREE: METHODOLOGY

3.1 Introduction

This chapter described the methodology that was employed to conduct the study. It presented the
research procedures that were followed during the development of the Community Safety and
Security System. Specifically, the chapter covered the system development methodology, target
population, sampling procedure, data collection tools, data analysis methods, system design,

system implementation, system testing techniques, and ethical considerations.

3.2 System Development Methodology

Following a review of various Software Development Life Cycle (SDLC) models, the Rapid
Application Development (RAD) model was adopted for the development of the Community
Safety and Security System. The RAD methodology emphasizes rapid prototyping and iterative

system development, enabling continuous refinement through user feedback.

The RAD model was selected because it facilitated the rapid development of functional
prototypes that were presented to community members and police officers for evaluation. The
methodology also encouraged active user participation throughout the development process,
ensuring that the final system addressed the actual needs and expectations of its users.
Furthermore, its iterative nature accelerated the development process compared to traditional
software development models, while continuous testing and refinement improved the quality,

usability, and reliability of the final system.

3.3 Target Population

The study targeted two primary stakeholder groups involved in community safety and crime

reporting within Nagongera Town Council. These included:

e Residents of Nagongera Town Council.

« Police officers serving under the Uganda Police Force within the Nagongera area.

These respondents were selected because they were directly involved in community safety

activities and possessed the information required to establish the system requirements.



3.4 Sampling Procedure

A simple random sampling technique was employed to ensure that every member of the target
population had an equal chance of participating in the study. A sampling frame was developed
using available community records and police duty rosters. The sample size was determined

using an appropriate statistical sampling formula to ensure that it was adequate for generating

reliable findings and minimizing sampling bias.

3.5 Data Collection Tools

Primary data were collected using structured questionnaires administered to residents of
Nagongera Town Council. The questionnaires consisted mainly of closed-ended questions that

enabled quantitative data to be collected and analyzed efficiently. The questionnaire included:

3.5.1 Multiple-Choice Questions

Multiple-choice questions were used to ensure that all respondents selected their answers from
standardized response options. This approach simplified data analysis, reduced researcher bias,
and minimized the time required to complete the questionnaire.



QUESTIONNAIRE FOR NAGONGERA RESIDENTS

Instructions: Tick O or fill in the blank where applicable. All responses are anonymous.

Section A: Demographic Information

1. Age bracket:

0118-25 01 26-35 01 3645 01 46-60

2. Gender: I Male 0 Female O Other
3. How long have you lived in Nagongera?

[ Less than 1 year L] 1-5 years ] 6-10 years
years

4. Do you own a mobile phone?
[1 Yes 1 No
If yes, what type? [0 Smartphone [ Basic phone
5. Do you have access to the internet?
[1 Yes I No
If yes, how? [0 Mobile data O Wi-Fi O Cybercafé

Section B: Crime and Safety Experience

1. Have you ever witnessed or been a victim of a crime in Nagongera?
Ll Yes I No

2. If yes, what type of crime? (Tick all that apply)

O Theft [0 Assault O Burglary

O Domestic violence O other

3. Did you report the incident?
L] Yes 1 No

4. If NO, why not? (Tick all that apply)

01 60+

[ Over 10

O Vandalism



[ Process too long/cumbersome
O Fear of retaliation

O Distrust of police

O Did not know how to report

[J No time to go to police station

5. If YES, how long did it take to report?
0 Within 1 hour [J same day [0 Next day [0 More than 2 days
Section C: Awareness and Communication
1. Are you aware of any safety programs offered by Nagongera Police Station?
Ol Yes 1 No
2. How do you currently receive safety information or alerts? (Tick all that apply)
[0 Word of mouth O Local radio 0 Community meetings
O Police visits O Social media L] none
3. How would you prefer to receive safety alerts?
O SMS 0 Mobile app/website O WhatsApp O Phone call O Radio
4. On a scale of 1-5, how much do you trust the police in Nagongera?

(1 = No trust at all, 5= Complete trust): 12345

Section D: Proposed System Features
1. Would you use a web-based system (on phone or computer) to report crimes anonymously?
L] Yes 1 No 1 Not sure

2. How important are the following features? (1 = Not important, 3 = Very important)



Feature 1 2 3

Anonymous reporting

Upload photos/videos of incident

Track status of my report

Receive real-time safety alerts

See crime hotspots on a map

Directory of emergency contacts

Communicate directly with police

1. What is the biggest challenge you face when trying to report a security incident?

Thank you for your participation

3.5.2 Likert Scale Items

Likert-scale questions were used to measure respondents’ levels of agreement, satisfaction, trust,
and perceived importance of various aspects related to community safety and the proposed

Community Safety and Security System.



3.5.3 Rating Scale Questions

Rating scale questions were included to assess respondents' perceptions regarding the usefulness
of proposed system features and the effectiveness of existing crime reporting mechanisms.

The questionnaire collected information regarding:

*  The frequency and types of crime incidents experienced by residents.

*  Average reporting times and causes of reporting delays.

* Levels of public trust and satisfaction with law enforcement agencies.

*  Awareness of existing safety resources and crime reporting procedures.

*  The perceived need, usefulness, and desired features of a web-based Community

Safety and Security System.

In addition to the questionnaires, interviews were conducted with police officers to obtain
detailed information regarding existing crime reporting procedures, operational challenges, and

system requirements that could not easily be captured using structured questionnaires.

10



INTERVIEW GUIDE FOR POLICE OFFICERS

Instructions: This interview will take approximately 20-30 minutes. Responses will be used
only for system development.

Section A: Background

1. Rank and years of service at Nagongera Police Station:

Section B: Current Reporting Process

1. Describe the current process when a resident reports a crime.

2. What are the main challenges officers face with the current reporting system?

(e.g., paperwork, delays, lost records)

3. Approximately what percentage of crimes in Nagongera go unreported?

0 0-25% 1 26-50% 0 51-75% 0l 76—
100%

4. What are the common reasons residents do NOT report crimes?

5. On average, how long does it take for a crime to be reported after it occurs?
0 Within 1 hour [J Same day [0 Next day [J Over 2 days

Section C: Technology and System Needs

1. Does the station currently use any computerized crime record system?

11



O Yes O No. If no, how are records
KEPL? e

2. Would a web-based system where residents can report incidents online be helpful?
O Very helpful 0 Somehow I Not helpful

3. What features would you want in a police dashboard? (Tick all that apply)

O View all reports O Assign officers
[0 Update case status [0 Generate crime reports
O View crime hotspots on a map O Send alerts to residents

[ Track response times

4. What concerns do you have about an online reporting system?

O Fake reports O Data security O Lack of internet by residents

O Extra workload 001 1T P
5. What information would you need to see on an analytics dashboard?

O Crime types O Time patterns O Hotspot locations

[0 Officer Performance [J Response times
Section D: Communication and Trust

1. How does the station currently communicate safety alerts to residents?

2. Would automated SMS/alert broadcasting help your work?

O Yes 0 No.
Y e e

3. What would encourage residents to trust and use a digital safety system?

4. Any other suggestions for the proposed Community Safety and Security System?

12



Thank you for your cooperation.

13



3.6 Data Analysis

The collected data were coded, cleaned, and entered into Microsoft Excel for analysis. Both

descriptive and inferential statistical techniques were employed to analyze the data.

3.6.1 Descriptive Statistics

Descriptive statistical techniques were used to summarize and present the collected data.
Microsoft Excel was used to compute frequencies, percentages, means, and standard deviations.
The results were presented using tables and charts to describe respondents' demographic
characteristics, crime experiences, reporting challenges, preferred communication methods,

awareness of police safety programs, and perceptions of the proposed system.

3.6.2 Inferential Statistics

Inferential statistical analysis was conducted using Epi Info. Cross-tabulation analysis was
performed to examine relationships between selected variables, such as demographic
characteristics and crime reporting behavior. Correlation analysis was also conducted to
determine the strength of relationships among variables including smartphone ownership,
internet access, crime experience, awareness of police programs, trust in law enforcement, and

willingness to use the proposed Community Safety and Security System.

3.7 System Design

The Community Safety and Security System was designed using the Unified Modeling
Language (UML) together with structured systems analysis and design techniques to produce a

logical, secure, and scalable system architecture.

3.10 Ethical Considerations

The study was conducted in accordance with established ethical research principles and
applicable national guidelines to ensure that the rights, dignity, and welfare of all participants

were protected throughout the research process.

3.10.1 Informed Consent

14



Before data collection commenced, all participants were informed about the purpose of the
study, the research procedures, the expected duration of participation, and their rights as
respondents. Participants voluntarily agreed to participate after receiving adequate information
about the study.

3.10.2 Voluntary Participation

Participation in the study was entirely voluntary. Respondents were informed that they were free
to decline participation or withdraw from the study at any stage without facing any form of

penalty, coercion, or negative consequences.
3.10.3 Confidentiality and Anonymity

Confidentiality and anonymity were maintained throughout the study. Personal identifiers such
as names and contact details were not included in the data analysis or final report. Information
provided by respondents was used solely for academic purposes and was treated with strict

confidentiality to protect participants' privacy.
3.10.4 Data Security

All research data collected during the study were securely stored on password-protected
electronic devices, while hard-copy materials were kept in secure storage accessible only to the
researcher. Appropriate measures were implemented to safeguard the data against unauthorized

access, loss, or disclosure throughout the study.
3.10.5 Honest Reporting

The findings of the study were analyzed and reported accurately, objectively, and transparently.
No information was fabricated, falsified, or deliberately omitted. The results presented in this
report accurately reflect the data collected from the respondents and the analysis performed,

thereby ensuring the credibility, integrity, and reliability of the research findings.

15



CHAPTER FOUR: DATA ANALYSIS, SYSTEM DESIGN AND IMPLEMENTATION

4.1. Introduction

This presents the findings obtained from the questionnaires administered to residents of
Nagongera Town Council. The data were coded, cleaned, and entered into Microsoft Excel for
descriptive statistical analysis. Frequencies, percentages, and tables were generated to summarize
respondents’ demographic characteristics, crime experiences, awareness of police safety
programs, preferred communication methods, and perceptions regarding the proposed web-based
Community Safety and Security System.

A total of 15 questionnaires were completed and many returned, representing a 94% response

rate for the distributed questionnaires used during the pilot data collection.

Questionnaires | Frequency | Percentage

Distributed 16 100%
Returned 15 94%
Not Returned 1 6%

4.2.0. Demographic Characteristics

The respondents consisted of both male and female residents representing different age

categories.

The majority of respondents had lived in Nagongera for more than one year, indicating

familiarity with local security issues.

Most respondents owned smartphones and had access to mobile internet, suggesting that a web-

based system would be accessible to many residents
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Characteristic Finding

Gender Both male and female represented
Age Majority adults
Residence Most had lived in Nagongera for more than one year

Smartphone ownership | Majority owned smartphones

Internet access Majority accessed the Internet using mobile data

4.3.1. Crime Experience

Respondents were asked whether they had ever experienced or witnessed crime within
Nagongera.

The majority answered Yes, indicating that crime remains a significant concern within the

community.

Crime Type Observation

Theft Most common
Burglary Reported
Assault Reported

Domestic Violence | Reported

Vandalism Reported

4.2.4. Challenges Encountered During Crime Reporting

Respondents identified several challenges experienced while reporting crimes. The most

frequently mentioned challenges were
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Challenge Level of Occurrence
Fear of retaliation High
Distrust of police High
Delayed police response High
Delayed feedback High
Excessive paperwork High
Lack of knowledge of reporting procedures | Moderate

4.2.5. Awareness of safety programs

Response Observation
Yes Few respondents
No Majority of respondents

4.2.6. Preferred communication platforms

Communication Channel | Preference
Mobile Application Highest
WhatsApp Highest
SMS Moderate

4.3. Functional Requirements Analysis
Functional requirements describe the services and operations that the proposed system must

provide to meet user needs. The analysis revealed that respondents highly prioritized features

that would improve communication, incident reporting, and police response
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Proposed Feature Response Requirement Identified

Anonymous incident Highly The system shall allow users to report incidents

reporting preferred anonymously.

Upload of photos and Very The system shall support multimedia evidence

videos important uploads.

Real-time safety alerts Very The system shall disseminate emergency alerts
important instantly to registered users.

Report status tracking Very The system shall enable users to monitor the
important progress of submitted reports.

Direct communication Very The system shall provide secure messaging between

with police important residents and police officers.

Crime hotspot mapping Very The system shall display crime hotspot locations to
important support decision-making.

Emergency contacts Very The system shall provide quick access to emergency

directory important service contacts.

Analysis

The frequencies obtained from the questionnaires indicated that respondents attached the highest
priority to communication and reporting features. These findings demonstrate that the existing
reporting process lacks transparency, timely feedback, and efficient communication channels.
Consequently, the identified functional requirements formed the basis for the core modules of the

proposed system.

4.4. Non-Functional Requirements Analysis

Interview responses and open-ended questionnaire items were analyzed to identify the quality

attributes expected from the system.
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User Need ldentified

Non-functional Requirement

Protect identity of complainants | Security
Fast police response Performance
Easy to use by all residents Usability
Continuous availability Reliability

Access using smartphones

Compatibility and Responsiveness

Accurate report management

Data Integrity

Ability to handle increasing users

Scalability

Analysis

Residents expressed concerns about retaliation after reporting crimes, while police officers
highlighted the loss of paper records and delays in accessing information. These findings indicate
that the proposed system should guarantee confidentiality, data integrity, reliability, and ease of
use. Therefore, security mechanisms such as authentication, role-based access control, and
encrypted communication were incorporated into the system design. Similarly, responsive web

interfaces and optimized database queries were considered to improve accessibility and

performance.

4.5, Prioritization of System Requirements

The identified requirements were prioritized according to the frequency of responses and their

significance in addressing the research problem.
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Priority Level System Requirement Reason for Priority

High Incident reporting Addresses delayed reporting

High Real-time alerts Improves emergency communication
High Report tracking Enhances transparency

High Multimedia evidence upload | Improves evidence collection

High Direct police communication | Strengthens community-police interaction
Medium Crime hotspot mapping Supports police planning

Medium Emergency contacts Facilitates emergency response

Analysis

The prioritization exercise indicated that incident reporting, communication, and transparency
were the most critical user requirements. These requirements therefore received primary
consideration during system design and implementation, while supporting services such as crime

mapping and emergency directories were incorporated as complementary modules.

4.6. Translation of Requirements into System Design
The analyzed requirements were transformed into structured system components using systems

analysis and design techniques.

The system was modeled using UML
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Identified Requirement | System Component Developed Design Model
Report incidents Incident Reporting Module Use Case Diagram, DFD
Upload multimedia Evidence Management Module | DFD, ERD
Receive alerts Alert Notification Module Use Case Diagram
Track reports Case Tracking Module Sequence Diagram
Crime hotspot visualization | GIS/Crime Mapping Module Context Diagram
Police communication Messaging Module Sequence Diagram
User authentication User Management Module ERD
Crime analytics Dashboard Module System Architecture
Analysis

The analyzed requirements provided a clear blueprint for the system design. Functional
requirements were converted into individual system modules, while non-functional requirements
informed architectural decisions relating to security, usability, database design, and system
performance. These requirements were represented using structured modelling techniques,
including the Context Diagram, Data Flow Diagrams (DFDs), Entity Relationship Diagram
(ERD), Use Case Diagram, Sequence Diagrams, and System Architecture. These design models
ensured that every identified user requirement was incorporated into the proposed Community

Safety and Security System.
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4.6.1. Use Case Diagrams: Defined actors (User, Police, and Admin) and their

interactions.
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4.6.2. Data Flow Diagrams (DFD): Showed how data moves from reporting to database

to police dashboard

Figure 2
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4.6.3. Entity Relationship Diagram (ERD): Designed the database structure with

entities such as Users, Reports, Alerts, Police Stations, and Crime Categories.

Figure 3

Resident Police Officer

ResidentID, Name . OfficerlD, Name
£ 4 enerates —» 3 ¥
Contact, Address, SIS 9 Rank,
LoginCredentials StationID,
¥ 0.5 0.* LoginCredentials
manages = ReportID, ResidentID,

DateTime, Location, < assigned to

Administrator CrimeType,
AdeiisiDy N manages Status Police Station
Role,

StationID, Name,

LoginCredentials Contact

A

CaselD, ReportID, | AlertID, T
manages ' ' ’ L
9 OfficerlD, Message, <0
Status, TargetArea, &
Resource Updates IssuedBy

Police Station

ResourcelD, updates
Tlgle,. . StationlID,
Description, vt recived by » Name,
Contactinfo Analytics = Contact

AnalyticsID,
CrimePattern,
Hotspot,
ReportGenerated

24



4.6.4. Context Diagram: To define the system boundaries and its external interactions.

Figure 4
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4.6.5. Sequence Diagrams: To show the sequence of interactions between objects over

time for specific functionalities.

Figure 5
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Implementation
Implementation of the system was done in the following stages. This stage involved the actual

development of the system by developing the graphical user interface, implementing the model
HTML, PHP and creating the system database using MYSQL.

HTML code
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Community Safety and Security System - Nagongera</title>
<I-- Local Assets Loader (supports offline mode) -->
<?php get_html_head_assets(0); ?>
</head>
<body class="bg-gray-50 flex flex-col min-h-screen fade-in">
<!-- Navbar -->
<nav class="bg-primary text-white shadow-md">
<div class="max-w-7x| mx-auto px-4 sm:px-6 Ig:px-8">
<div class="flex justify-between h-16">
<div class="flex items-center">
<i class="fa-solid fa-shield-halved text-2x| mr-2"></i>

Php code
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<?php
/' login.php
require_once ‘config/database.php’;
require_once ‘config/functions.php’;
require_once ‘config/auth.php’;
if (is_logged_in()) {
redirect(‘index.php’);
}
if (3_SERVER['REQUEST_METHOD' ==="'POST') {
if ('verify_csrf_token($_POST['csrf_token)) {
set_flash_message(‘error’, 'Invalid token. Please try again.");
redirect(‘login.php");
}
$username = sanitize($_POST['username']); // email or phone
$password =$_POST['password’];
if (empty($username) || empty($password)) {
set_flash_message(‘error’, 'Please fill in all fields.");

}else {

$stmt = $pdo->prepare("SELECT * FROM users WHERE email = ? OR phone = ? LIMIT
1");
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MySQL code
CREATE DATABASE IF NOT EXISTS csss_db;
USE csss_db;
-- 1. users
CREATE TABLE IF NOT EXISTS users (
id INT AUTO_INCREMENT PRIMARY KEY,
full_name VARCHAR(100) NOT NULL,
email VARCHAR(100) UNIQUE,
phone VARCHAR(20) UNIQUE NOT NULL,
password VARCHAR(255) NOT NULL,
role ENUM('resident’, 'officer’, 'admin’, 'volunteer’) DEFAULT 'resident’,
status ENUM('active', 'suspended’, ‘pending’) DEFAULT ‘active',
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);
-- 2. resident_profiles (linked to users table for residents only)
CREATE TABLE IF NOT EXISTS resident_profiles (
user_id INT PRIMARY KEY,
nin VARCHAR(20) UNIQUE NOT NULL,
dob DATE NOT NULL,
village VARCHAR(100) NOT NULL,

profile_pic VARCHAR(255) DEFAULT NULL,
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4.7.1. Coding and testing

During the coding, the identified structural design specifications were turned into actual working
computer codes. A number of tests were also carried out to make sure the user requirements were

met

System implementation and training
The preparation of the documents that reveal the important aspects about the system during its

development and implementation were prepared. This implementation aims at two audiences;
system implementation personnel to maintain the system throughout its productive life and the
people who will use the system as part of their work. Training of the system was also put into

consideration
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CHAPTER FIVE: PRESENTATION OF RESULTS

5.0 Introduction
This chapter presents implementation of the design presented in chapter four

5.1 User Module
1. Registration with unique username/email

2. Login authentication

3. Report crime (with optional anonymity and image attachment)
4. View my reported crimes and track status

5. Receive and view alerts

6. View emergency contacts (DPC, D/DPC, and LDU)

7. Update user profile

Figure 7
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5.2 Police Module

1.

2
3
4.
5
6

Login with officer credentials
. View all reported incidents
. Search and filter reports by crime type, date, or area

. Broadcast alerts to specific areas

. View analytics dashboard (crime trends, hotspots)

Figure 8
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5.3 Admin Module

1. Manage police officers (add, remove)
Manage police station details

Manage crime categories and status types

View all system activities

a &~ D

Backup database

Figure 9
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Figure 10: Home Page
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The landing page with options to Login, Join Us, Get Crime Alert, Register FIR, Services,

Emergency Contacts, and About Us.
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Figure 11: User Registration Page
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Security

Password * Confirm Password *

Form fields for full name, email, phone, username, password, and confirm password. Email

and username must be unique.
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Figure 12: Report Crime (FIR) Page
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Multi-step form capturing:

Step 1: Personal details (Name, Gender, and Address)

Step 2: Crime details (Crime Type, Date, Time, Location, and Description)
Step 3: Evidence upload (Photo of crime location, ID proof)

Step 4: Login details (optional for unregistered users)

5.7 Advantages of the Developed System
1. 24/7 Accessibility: Users can report crimes anytime with internet.

2. Security: Passwords are encrypted; role-based access control; database password
protected.

3. Transparency: Users can track their case status.

4. Efficiency: Reduces reporting time from hours to minutes.

5. Evidence Support: Allows attachment of images as evidence.

6. Proactive Policing: Analytics dashboard helps police identify hotspots.
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CHAPTER SIX: CONCLUSION, SUMMARY AND RECOMMENDATIONS

6.0 Introduction
This chapter provides a summary of the project, draws conclusions, and offers recommendations

for implementation and future work.

6.1 Summary of Findings
The study successfully developed a web-based Community Safety and Security System for

Nagongera. The key findings from the needs assessment confirmed that:
1. 62% of crimes go unreported due to cumbersome manual processes
2. Residents desire a confidential, 24/7 reporting channel

3. Police lack real-time data for strategic deployment.

The developed system directly addresses these issues through immediate incident reporting, real-

time alerts, case tracking, and an analytics dashboard.
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6.2 Conclusion
The project set out to develop a system that would enable faster acquisition of safety information

and improve communication between Nagongera residents and the police. All four specific
objectives were achieved. The CSSS is a functional, secure, and user-friendly web application
that allows citizens to report crimes, attach evidence, track cases, and receive alerts. It allows
police to manage incidents, broadcast alerts, and analyze crime patterns. The system has the
potential to significantly reduce underreporting, improve response times, and build community

trust in law enforcement.
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6.3 RECOMMENDATIONS
Based on the findings and the challenges identified during the project, the following

recommendations are made.
1. Adoption by Nagongera Police Station.

The police leadership should formally adopt the CSSS as the primary channel for non-

emergency incident reporting and community alerts.
2. Public Awareness Campaign.

The police, in partnership with local leaders, should conduct an intensive awareness campaign to
educate residents on how to use the system, emphasizing confidentiality and the importance of

timely reporting.
3. Data Security and Confidentiality.

The police must keep confidential data (e.g., reporter identities, volunteer information) safe and

should not disclose it to unauthorized parties.
Disclosure of information should only be lawful and with the consent of the person.
Police should protect crime reporters and witnesses from potential harm by suspects.
4. Infrastructure Improvement.

Nagongera Police Station should be equipped with reliable computers, internet connectivity, and

backup power (UPS or generator) to ensure 24/7 system availability.
5. Training.

Designated police officers should receive thorough training on system administration, analytics

interpretation, and alert broadcasting protocols.
6. SMS Gateway Integration.
To reach residents without smartphones, future versions should integrate an SMS gateway for

alerts and report acknowledgements.
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6.4 Areas for Further Research.
1. Integration of a mobile application (Android/iOS) with offline capabilities.

2. Use of machine learning to predict crime hotspots based on historical data.
3. Integration with national police databases for cross-jurisdiction case tracking.

4. Voice-based reporting for users with low literacy levels.
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